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Abstract

Homomorphic encryption is a form ofencryption which allows specific types of computationto be carried out or cipher

text and obtain an encrypted result which decrypted matices the result of operations performed on tt plaintext. When

the data is transferred to the sinkwe use standard encryption methods to secure thisath, howeverit is necessary that the
sink has access to the raw data, and then it will decrgghem [01]. .Among many schemes the Pailliescheme fits the
criteria but does not expose the complete requiredehavior of the syster. However, if the Paillier Cryptosystem can be
used to conceal information, with a few interestincadvancements These properties, when creatively applied, allowhe

Paillier Cryptosystem to be used in ways that othecryptographic systems simply can’t be use In many situations it is

desirable to distribute the decryption process amagst a number of parties such that a message can prile decrypted if a
certain qualified subset of these parties participate in the degption process which is a Thresholding property ad the

other enhancement is the ciphering algorithm calledblowfish algorithm This paper will explore how the Paillier
Cryptosystem works, how these enhamanents are used as an integration attempt to the Pailliecryptosystem 02].

Key Words—Homomorphic Cryptography, security, Paillier, Thresholding, Blow Fish, Additive Encryption,

Multiplicative Encryption.

. INTRODUCTION

Homomorphic encryptiois a form o encryption which
allows specific types of computations to be carrieat
on cipher text andbtain an encrypted result which decryp
matches the result of operations performed
the plaintextThe main aim of homomorphic encryption
how to make it possible to combine two ryptions to get an
encryption that encrypts some combination of the oniginal
plaintexts.

The most useful variant of these is the addi
homomorphismswhere the new encryption is the sum of
two original phintexts. Systems  with  additi
homomorphism’sare useful for a lot ofcrypto logical
protocols like electronic voting, mulgiarty computation, etc
providing that they also support verification prits There
is also the question of threshold decryption. Inti-party
computation modelsall the actual computations are mz
inside encryptions using the homomaorphic propertieshe
specific cryptosystem. However, this implies thatget the
result someone has to decrypt at some point. Ehighiere
threshold decryption is used. It allowsrvers to decrypt
less than half the servers are trying to cheatismupt the
protocol.

All these topics are interesting by themselves, thatrea
interesting thingsstart to happen when they are combir
This leads to an additive homomorf length-flexible
threshold cryptosystem. This enables one to sed spster
once and for alland start doing computan on problems of
various sizes. Thiss especially true in case of electro
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voting where the same system mightused to hold a local
election and a national election. These two formsletteor
have very different sizes and in normal cryptosysteit
would be necessary treate two different cryptosystems,
one would risk that the local elect could become very
inefficient because its using a cryptosystem designed f
national election. This is where len-flexibility comes in
handy, in the senséhat now the plaintext space can
adjusted to create both the elections setting that is
essentially as efficient as possible fmth problems [C]. In
context to homomorphic encryption we know that &ft
advantage to the computer science of today and rtomc
But the adoption of sinRassage applies only if the securit
ensured. How to ensure better data security andahatient
can keep theiprivate information confidential? There are t
major questions that presentchallenge for provide of
network to transfer the data frorany source to any
destination Our basic concept was to encrypt the data bt
sending to the networfrovider. But there is a problem s
faced by theclient. Because the netwc provider needs to
perform the calculations on data to respond theett from
the client so he must provide the key to the setwetecrypt
the data before execute the calculations requivheth might
affect the confidentiiy of data stored in the si. A method
enable to perform the operations on encrypted dattaout
decrypted them is the Homomaorphic Encryption |

There are huge amount of research has been do
cryptography but few othem are convincir, in those many
encryption schemes which has been presented dilaed o1
some basic ideas. In principle it is possible &tidguish twc
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main types of cryptosystems: the ones based on RBA
related assumptions) and those based on discrete(olo
related assumptions).

Of course some different solutions have been peghdsut
either they suffer from inefficiency or securitads. To this
“class” belong almost all lattice based cryptosysteand the
knapsack-type schemes. Another promising directiothe
one of cryptography based on the theory of braidigs [12],
but, again, this is a too insufficiently studiedearto be
completely reliable. At the very end all the “tredt schemes
are RSA or discrete log based schemes [04].

In many situations it is desirable to distributee th
decryption process amongst a number of parties thatha
message can only be decrypted if a certain quadldidset of
these parties participates in the decryption pmacdsor
example, consider a cryptographic election protedwre the
homomorphic properties of a cryptosystem are used
anonymously calculate the encrypted tally for eeahdidate.
Granting knowledge of the decryption key to anygkn
election official would allow that official to degpt any ballot
in the system, thus learning how an individual va@st their
vote. In order to combat this problem, the decomptkey
could distribute amongst several election offigiallowing a
message to be decrypted if and only if some lamgsugh
subset of election officials agree to do so. A toggstem that
supports such a process is called a threshold agygtem
[05].

Hence in this paper our route takes a slightly rsbde

approach of choosing the Paillier's algorithm antances its
system by adding the Thresholding concept to sgspits
malleability measure and amplify the performanceapeter
with the support of the blowfish algorithm which used in
the generation of the cipher.

[I. HOMOMORPHIC ENCRYPTION
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protocols utilizing homomorphic cryptography makés
difficult to provide a comprehensive survey, andilg/tan
overview of applications is given, it is limited stope and
intended to provide an introduction to the variouays in
which homomorphic cryptography is used beyond stmpl
addition or multiplication of encrypted messagesthe case
of strong conditional oblivious transfer, a new tpawl
implementing the greater than predicate is presenitdizing
some special properties of the Boneh-Goh-Nissim
cryptosystem to achieve security against a malgci@eeiver
[05].

Homomorphic encryption schemes are special cases of

asymmetric cryptosystems. As in asymmetric systim® is
a public key which is used for encryption and aqué key
for decryption. Additionally specific algebraic ap#ons
performed on a plaintext are equivalent to otheysgbly
different) algebraic operations performed on thgher text.

"These encryption schemes can be additively and/or

multiplicatively homomorphic [07].

A. Additive Homomorphic Encryption
Data aggregation is a popular approach employed in
networks to minimize data transmission and storafyeh
aggregation techniques, the monitored data is egptein a
condensed form: Therefore, instead of storing alhdsensed
by several nodes, the network stores a condended wvaly
such as the sum of these values. However, dat®gafipn
becomes problematic when the data to be aggregated
encrypted. As a solution, we apply an additive homiphic
encryption scheme, namely the elliptic curve crgpstem,
and present the performance results of our impléstien for
the prominent platform MicaZ mote. In synchronoesaorks
the monitored data transmitted to a reader degiceal-time
responsive. In asynchronous networks, however,
monitored data is transmitted to a reader devicdy on
seldomly. Therefore, asynchronous networks neetioie the

In 1978 Ronald Rivest, Leonard Adleman and Michaeldata in the network in a distributed manner. Howevee

Dertouzos suggested for the first time the concept
Homomorphic encryption [13]. Since then, little gress has

implementation of distributed data storage for opetworks
is very challenging. Thus, it is necessary to redie amount

been made for 30 years. The encryption system affi Sh of the data being processed, e.g. stored or traesiin the

Goldwasser and Silvio Micali was proposed in 1982sva

network without losing relevant information. Sechyndhe

provable security encryption scheme which reached 4fodes have limited power capacity. Distributed dsitaage

remarkable level of safety, it was an additive Hamgphic
encryption, but it can encrypt only a single bit.the same
concept in 1999 Pascal Paillier was also proposgaable

requires transmission between sink nodes.
transmission affects the power consumption, tecresqfor
minimizing it are mandatory. Finally, the nodes ergeneral

security encryption system that was also an additiv equipped with non-tamper-resistant hardware. Siapen

Homomorphic encryption. Few years later, in 2008nD
Boneh, Eu-Jin Goh and Kobi Nissim [14] inventedyatasm
of provable security encryption, with which we gaerform
an unlimited number of additions but only one nplitiation
[01].

Homomorphic cryptography provides a third partyhntite
ability to perform simple computations on encrypteata
without revealing any information about the dataelit
Typically, a third party can calculate one of thecrypted
sum or the encrypted product of two encrypted ngessa
This is possible due to the fact that the encrypfimction is
a group homomorphism, and thus preserves groumtqes.
This makes homomorphic cryptosystems useful in dewi
variety of privacy preserving protocols. The widariety of
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networks are usually employed in a public environindata
must be protected and concealed.

B. Multiplicative Homomorphic Encryption
All the currently existing homomorphic schemes lased

on additive homomorphism. The other scheme based on

multiplicative homomorphism is proposed. In thelytab

phase, a decryption is performed to recover itsdyct
instead of the sum of them (as in the additive howwphic
schemes). Then, the product is factorized. The s@weme is
more efficient than the additive homomorphic scheraad
more efficient than other schemes when the number o
candidates is small. Strong privacy and publicfiaility are

obtained in the new scheme. Two main methods haea b
applied to design these schemes:
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homomorphic tallying. Both methods can protect aciv
when threshold trust is assumed. In regard toieffay, mix
network is more suitable for places with a largenbar of
candidates or choices and homomorphic tallying isrem
suitable for places with a small number of candidaor
choices as the latter's cost is linear in the numbgé
candidates or choices. Current homomorphic schemgdoy
an additive homomorphic encryption algorithm (ePaillier
encryption) to encrypt and exploit additive homoptasm of
the encryption algorithm to recover the sum of sd@ any
candidate or choice with a single decryption. As sirgle
vote is decrypted, vote privacy is protected. Isisprising
that multiplicative homomorphism has never been leyeal
to design any scheme of data transferring, althaughay
lead to better performance. In a multiplicative loonorphic
voting scheme, a multiplicative homomorphic endiypt
algorithm (e.g. ElGamal encryption) to encrypt ttetes and
a single decryption is performed to calculate thedpct of
votes. Then the product is factorized and the vaes
recovered. Like in additive homomorphic voting, siagle
vote is decrypted in multiplicative homomorphic imgt so
vote privacy is protected too. The most importahtamtage
of multiplicative homomorphic is that it is alwaywore

efficient than additive homomorphic voting and more enroliment

efficient than other schemes when the number adidares is
small. In brief, multiplicative homomorphic schemeproves
efficiency without compromising privacy or public
verifiability.

One of two possible additive homomorphic encryption

algorithm are usually employed: Paillier encrypticor
modified ElGamal encryption. Paillier

applied. The original El- Gamal encryption schenaa be
simply modified to be additive homomorphic: a megsis
used as an exponent in an exponentiation compuotatien
the exponentiation is encrypted using the origiBEbamal
encryption. A passive result of this modification that a
search for logarithm must be performed in the dattop
function, which becomes inefficient when the semglspace
is not too small. The modified ElGamal encryptios i
employed in homomorphic voting schemes [15], [1&F],
[18], where the details of the modification and tde&sequent
search can are described in detail [11].

I1l. EXISTING SYSTEM

In 1978 Ronald Rivest, Leonard Adleman and Michael

Dertouzos suggested for the first time the concept
Homomorphic encryption [13]. Since then, little gress has

been made for 30 years. The encryption system affi Sh

Goldwasser and Silvio Micali was proposed in 1982sva
provable security encryption scheme which reached
remarkable level of safety, it was an additive Hamgphic
encryption, but it can encrypt only a single bit.the same
concept in 1999 Pascal Paillier was also proposgaable

security encryption system that was also an additiv

Homomorphic encryption.

Few years later, in 2005, Dan Boneh, Eu-Jin Gahkabi
Nissim [14]
encryption, with which we can perform an unlimitedmber
of additions but only one multiplication [01].
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encryption is
inherently additive homomorphic and more frequently

invented a system of provable security
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A. ElGamal
In cryptography, the ElGamal encryption systemis
an asymmetric key encryption algorithm for publeyk

cryptography which is based on the Diffie—Hellmary k
exchange. We have seen that the security of the RSA
cryptosystem is related to the difficulty of fadtay large
numbers. It is possible to construct cryptosystéased on
other difficult number-theoretic problems. We nownsider

the ElGamal cryptosystem, named after its inveni@her
ElGamal, which is based on the difficulty of a peoh called

the “discrete logarithm"[08]. EIGamal encryptionnsists of
three components: the key generator, the encryption
algorithm, and the decryption algorithm. A disadeae of

the ElGamal system is that the encrypted messagees
very big, about twice the size of the original naggsm. For
this reason it is only used for small messages sischecret
keys.

B. Goldwasser-Micali

This deals with the security challenges in autlatitin
protocols employing like volatile authenticationateres,
where the authentication is indeed a comparisowdsat a
fresh authentication template and that enrolledinduthe
phase. We propose a security model
authentication protocols by assuming that the autitetion
features to be public. Extra attention is paid he privacy
issues related to the sensitive relationship betwéee
authentication feature and the relevant identitglyRg on
the Goldwasser-Micali encryption scheme, we intada
protocol for authentication and prove its security our
security model. Security protocols generally rely exact
knowledge of some data, such as a cryptographic key
however there are particular applications whereérenment
and human participation generate variability. Ithaatication
based cryptosystems, when a user identifies oreatittates
himself using his biometrics, the authenticatioatiee, which
is captured by a sensor, will rarely be the saniestw

Thus, traditional cryptographic handling such abash
value is not suitable in this case, since it is emwbr tolerant.
As a result, the identification or authenticationsinbe done
in a special way, and moreover precaution is reguito
protect the sensitivity (or privacy) of authentioat
We here consider a practical environment wherenadmuser
wants to authenticate himself to a database usilmy h
authentication procedure. A typical scenario ist thkame
reference authentic data is stored inside a dagalhsough
which the server authenticates the user by checkimgther
or not a “fresh” template sent by the sensor matehith the
reference one. It can be extracted into binaryng#i
Therefore, an authentication leads to a comparisstaveen

—h

or

éwo binary vectors. If the Hamming distance is @ddpthen

a comparison consists of computing the Hammingadist
between the reference data and the fresh template a
comparing this to a threshold.
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The Goldwasser-Micali scheme suffers from two astgth
drawbacks:

1) The signature scheme is not completely memosg"le
That is, the signature generated by the signentbjiglepends
on the previous signed messages.

2) The signing process in the suggested factorampth
implementation is too slow [10].

C. Paillier's cryptographic algorithm

The Paillier Cryptosystem is a modular, public keyP =PuP2..Pnandq=4:qz...

encryption scheme, created by Pascal Paillier, witheral
interesting properties with the underlying matheoaht
principles that make the system work clearly oetlinlt is
assumed that the reader is familiar, to some degmil

modular arithmetic, as well as the concept of caing an
alphanumeric message into a purely numeric messdgeh
can be broken into blocks, mi, such that, for ea€éh< mi <
n, for a predetermined value, n. Also, the termnpéet will

be used to refer to a message that is numeric,ishuibt
encrypted, while the term cipher text will be usedefer to
plaintexts which have been encrypted, but not gerypted.

However the Paillier system forms the strong bood f

maintaining the security but still lags behind moyiding the
improved security for the data. Lacking in provuglitvoth
malleability and performance.

IV. PROPOSEDSYSTEM

The Paillier Cryptosystem is a modular,
encryption scheme, created by Pascal Paillier, witeral
interesting properties. This paper will explore #mhanced
Paillier's work by concatenating
cryptographic Thresholding, Which distributes thegess
amongst a number of parties such that a messagentame
decrypted if a certain qualified subset of thesetigm
participates in the decryption process. A cryptteysthat
supports such a process is called a thresholdasystem. It
is assumed that the reader is familiar, to someedegvith
modular arithmetic, as well as the concept of caing an
alphanumeric message into a purely numeric mesgdge,
the term plaintext will be used to refer to a mgssthat is
numeric, but is not encrypted, while the term ciptest will
be used to refer to plaintexts which have beenypied, but
not yet decrypted. In order to illustrate the sysgepotential.
We will initiate with the encryption process withhet
combination of the blowfish algorithm to output tacrypted
stream called the cipher text. . It takes a vaeidbhgth key
from 32 bits to 448 bits which makes it more feksithan
other encrypting algorithms maintain its relialyilitand
superiority parameters. Blowfish is one of the dastblock
ciphers which has developed to date. No attackdsvk to be
successful against it. Since in the security atbors
performance along with malleability forms a mandgato
criterion. Since there doesn’t exist yet known @picon the
Paillier's algorithms that confronts the mallealiliand

the concept of the
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characterize an enhancement to the Paillier's dhgorby

adding the additional combinations of features Isat the

adversary probability of getting through the datauld be

effectively controlled. The rest of the content \eu
conceptualize our algorithm which goes as follows.

Initially, the dealer can creates an instance oé th
cryptosystem and distribute | secret shares amdnggstties
such that any subset of t or more parties can catpdo
decrypt a message. Initially to create a public, kegt
g, represent the two prime
number values to calculate the produetn;,n, n,. let
g, X=X1Xp  ,Xy @nd r =ry,1p,.......,r, are randomly
choosen. Next we obtain invididual products of nusng
n=p*q. the next possible step is in the creatiorhef cipher
text by using the blowfish algorithm which can tzdcalated
by the formula as shown below

. n;
¢ = g¥i.r{" mod n}

1)

The encrypted message is then jystThe holder of the
private key does not need to know the value of oriher to
decrypfc;.

B. Decryption
Given an encrypted message, ¢, and knowing theegg|u

g; and g, one can decrypt. Note that Carmichael's
functionA(n;) = lem[(p; — 1)(q; — 1)] is easily computable

public key given the values of; andg;. Also note that g chosen for this

public key, Carmichael's Theorem guarantees ghap =

l; mod n;. Carmichael’'s Theorem states that if two integgrs,
and n, are relatively prime, the™) = 1, mod n;. Since g is
a unit modula)iz, it is relatively prime tniz, which means it's
relatively prime to n, thus Carmichael’'s Theorerplags. For
any decryption with the public key; g ,regardless of the
value of c, the calculation g™ mod n? is necessary. This
resulting value, an element of the participant ,witly
Carmichael's Theorem [19], be congruent to 1 modhus,
subtracting one from this resulting value will gisenumber
that is divisible by n (congruent to zero mod n), S
computeg®™) mod n?, subtract one from this value, then
divide that number by;.

The above procedure helps in decrypting the message

individually however the generalized form of theuations
that follow the decryption is depicted below

@
@)

Notice that sincg*™ is being calculatechod n?, it can be
viewed as a number greater than or equal to zertosthictly
less tham?, so dividing this number by n results in a vakie,
greater than or equal to zero, but strictly lesstiSince n = p

L(u) = &2

L(g*™ mod n?) = k

performance concept and makes the concept stupsndour (, so long as k is not congruent to a multiplgpadr g mod

Hence in supporting the idea we try to bring ouhavel
system that takes into measures both the two paeasne

A. Encryption
The traditional form of the algorithm which fits eth
malleable limitation. However to over this drawbaule
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n, then k has an inverse, This is the previouslgefined
property that must be satisfied by g, which was tineed in
Encryption.

Values of g such thdi[g*™ mod n?]is congruent to a
multiple of p or g mod n which are the few excepsiocof
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semi-random g values with orders divisible by nt thast be
excluded. To be precise the equations above try
conceptualize about the complete decrypted dater d#fte
integration of t participants form the dealer. Thatthe
adversary cannot manipulate the data until he lsrézd data
of the t participants thus making the system meupendous
and secured from malleable attacks. Thus satisfytimg
malleability parameter. Since the performance patamis
also an important one we tackle it by using thewffikh

algorithm in ciphering the data. Since the blowitslthe most
efficient algorithm in encrypting than any othegadithm.

C. Algorithm Of The Proposed System
1.Encryption

Input: A plain text message
Output: An encrypted message for multiple partictpa

T ; variable ‘g’
Step 1. initialize the variablesp,,p, p, and g
d1, 92, - qupsuch that they are large primes.
Step 2: generate the public key for each partidgipan A

nyq, Ny, ... N, such that n=p*q
Step 3: choose the semi random variable ‘g’
Step 4: calculate the encrypted value for eachigysaint by
the formula
¢ = g¥.r;" mod n?

2.Decryption

Input:
participants;.

Output: the plain text message among the partitspan
Step 1: Calculate the value by the LCM of thep; andy;.
Step 2: evaluate the value of ‘u’ by applying tbefula
A(n

. nj
u; = g*®). 1 mod n?

Step 3: calculate the inverse of thaif)(which will give you
the plain text value

D. Flowchart Of The Proposed System

http: // www.ijesrt.com

An encrypted message divides among many
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:

Choose large primes
Pi and qi

Evaluate the public key
Ni=pi*qi

N

Choose the random

Calculate the Encrypted
value ci

Flow Chart 1: Encryption of the Proposed System

Evaluate A by taking LCM

'

Evaluate the intermediate
value ui

'

Calculate the L(ui)

'

Extract the plain text

Flow Chart 2: Decryption of the Proposed System

V. RESULTS AND DISCUSSIONS

The results and discussion implements the way
evaluating the expected parameters giving a walefme the
probable results. Here, according to our propogstes we
evaluate two parameters one is the malleability aiiner is
the performance, which is unique parameter our ptges
into consideration. Since converting into the ciphext
expectedly takes more time affecting the perforreahtence
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we choose an alternative way of using blowfish atgm for
the encryption which yields the following resulildw in the
figure 1. From the graph it is evident that usimgaaditional
algorithm during encryption enhances the performaufcthe
proposed system. With the enhancement it is obwaibave
decreased the consumption time 30seconds for 10Kiata
when compared to usual Paillier algorithm which dam
easily seen in the figure 1.

Encryption Time for 10 KBytes of Data
100 T

90 B

80 B

701 B

60 B

50 B

401 B

Time Computation in Seconds

30 B

20+ B

I I
Paillier Algo Proposed

Algorithm
Figure 1: Performance Evaluation

I
algamal

The other parameter that is taken into considerai®
malleability which is fundamental parameter for a&tle
security algorithms. It defines the compactness tloé
algorithm that is how secure the algorithm is. Tldeining
the randomness of the system. The graph is pldtttdeen
the number of trails and the randomness percentéige.
randomness indicates how compact the algorithrinisther
words it indicates the possible percentage measneio
attacks. However it can be seen from the graph tuat
proposed system has more randomness which inditages
security boundary of our algorithm thus making ibrm
feasible than other algorithms.

Randomness Measurement

Randomness in Percentage
/
i

—+— Algamal
+— Paillier
Proposed
T T

I ! I ! I ! I
05 1 15 2 25 3 35 4 45 5
Number of Trails

Figure 2: Malleability Evaluation
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VI. CONCLUSION

Security on fully Homomorphic encryption is a titzmtial
concept on security which enables us to provideetimypted
data without knowing the raw entries on which takglation
was carried out respecting the confidentiality oéted
However, our work is based on the application of
Homomorphic encryption which enables us to derike t
security of the data and also its performance isAg
evaluated in the graphs of the malleability andgrerance it
is evident that our algorithm provides a novel tesihich is
found to be good making the security of the Paiflie
algorithm much compact and flexible.
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